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Abstract: 

The growth of graphical passwords has been on the rise due to the fact that traditional methods for authentication i.e. Alpha 

Numeric passwords have been prone to a number of attacks. Text based passwords are easy to crack by intruders by using several 

techniques like, dictionary attack ,brute force attack, shoulder surfing and social engineering attack etc. To lessen the problems 

with traditional methods, advanced methods have been proposed using graphical password authentication, such as Cued Click- 

Points (CCP). This paper presents evaluation of the Cued Click Points graphical password scheme, discussing usability and 

security issues, and implementation of this password scheme. 
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I. INTRODUCTION 

 

Until recently computer and network security has been 

formulated as a technical problem. However, it is now widely 

recognized that most security mechanisms cannot succeed 

without taking into account the user. A key area in security 

research is authentication, where it is determined if a user 

should be given access to a system or resource. Traditionally, 

alphanumeric passwords have been used for authentication, 

but they are known to have security and usability problems. 

One of the major functions of any security system is the 

control of people in or out of protected areas, such as physical 

buildings, information systems, and our national borders. 

Computer systems and the information they store and process 

are valuable resources which need to be protected. Computer 

security systems must also consider the human factors such as 

ease of a use and accessibility. Current secure systems suffer 

because they mostly ignore the importance of human factors in 

security.  

 

An ideal security system considers security, reliability, 

usability, and human factors. All current security systems have 

flaws which make them specific for well trained and skilled 

users only. A password is a secret that is shared by the verifier 

and the customer. ”Passwords are simply secrets that are 

provided by the user upon request by a recipient.” They are 

often stored on a server in an encrypted form so that a 

penetration of the file system does not reveal password lists. 

 

Passwords are the most common means of authentication 

because they do not require any special hardware. . Typically 

passwords are strings of letters and digits, i.e. they are 

alphanumeric. Such passwords have the disadvantage of being 

hard to remember. Weak passwords are vulnerable to 

dictionary attacks and brute force attacks where as Strong 

passwords are harder to remember. We refer to the security 

and usability problems associated with alphanumeric 

passwords as “the password problem”. The security and 

usability problems associated with conventional passwords 

can be referred to as ―the password problem. The problem 

arises because passwords are expected to fulfill the two 

fundamentally conflicting requirements: 

1) The password should be easy to remember, and the 

user authentication process should be executed quickly. 

 

2) Passwords   should   be   secure enough,   i.e., they 

should appear random combination of, alphabets, numbers and 

special characters. In this paper, we propose a Cued Click 

Points (CCP) for graphical password authentication. A 

password consists of one click-point per image for a sequence 

of images. The next image displayed is based on the previous 

click-point so users receive immediate implicit feedback as to 

whether they are on the correct path when logging in. CCP 

improved usability as well as security. 

 

II. RELATED WORK 

 

Graphical passwords are meant to capitalize on the human 

characteristic in hopes that by reducing the memory burden on 

users, coupled with a larger full password space offered by 

images, more secure passwords can be produced. Graphical 

passwords can be classified into two categories depending on 

the activity required to remember the passwords viz. 

recognition based authentication and recall based 

authentication. Recognition based authentication covers the 

following techniques: 

 

A. PASSFACES METHOD 

This technique is based recognizing human faces. The user has 

to choose from a large dataset of images a single image for 

making his/her password while logging in the user has to 

select the appropriate image out of a large number of false 

images. Davis et al implemented their own version called 

Faces and conducted a long-term user study. 

 

B. STORY 

This was an improvement over passfaces method. In this 

technique rather than selecting the images of faces users were 

asked to select day to day images in correct order in order to 

create a story. The user choices were much less predictable but 

it caused a memory load on the human brain.  
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C. PASS POINTS 

Here the password consists of a sequence of PassPoints on a 

single image. Users may select n pixels in an image as click 

points and create their own password. To login they select 

their click points again within a system defined tolerance band 

of the original click points.  Although, PassPoints is usable, it 

makes security a weakness and makes passwords easier for 

hacker to guess. It may be obvious that some areas of in an 

image are more attractive to users to choose as click-points. In 

this phenomenon, the probability that attackers can guess a 

password increases significantly. 

 

 
Figure.1. Graphical passsword authentication using         

 passpoints 

 

III. CUED CLICK POINTS 

 

Cued Click Points (CCP) is a proposed alternative to 

PassPoints. Cued Click Points was designed to reduce patterns 

and to reduce the hotspots for hackers. In preference to five 

click-points on one single image, CCP uses one clickable 

region on five distinct images. The next new image presented 

is based on the location of the previously entered click-point; 

it creates a path through an image set. Each click shows a 

next-image, in leads the user down a “path” as they click on 

their sequence of points. A wrong click leads down to an 

incorrect path, with an explicit indication of authentication 

failure only after the final click. It offers cued-recall and 

introduces visual cues that instantly alert valid users if they 

have made a mistake when entering their latest click-point at 

which point they can cancel their attempt and retry from the 

beginning. One best feature of Cued Click Point is that the 

indication of authentication failure is only provided after the 

final click-point, to defend against guessing attacks. But this 

method also has more like false accept i.e. the incorrect click 

point can be accept by the system and false reject i.e. the click 

point which is to be correct can be reject by the system). In 

this existing method pattern realization attack is reduced but 

HOTSPOT remains since users are selecting their own click- 

point. The process would begin with user registration where 

the user has to enter username and the name will be verified 

and stored in the database. The user will select image from the 

database of the password system. Then the user will be asked 

to select a point from the tolerance square and whether he 

wants to select using a single or double click for particular 

image and a message box will be displayed asking whether the 

user wants to continue or not and if the user wants to continue 

then the point, image and username will be stored in the 

database. Now the user has to select another point on the other 

image and continue with the above steps. In the login module, 

the user has to enter username which is verified from the 

database and if correct the corresponding image is displayed. 

Then comes click point verification where the click of point in 

tolerance square is verified and if found correct the next 

image is displayed. But if the user makes a mistake by 

clicking on wrong point then reset button is provided to make 

a correct click. The path entered by the user is right or wrong 

is known to the user at the end of the final click. 

 

 
Figure.2. Graphical password authentication using   

Cued click points 

 

 
Figure. 3. Graphical password authentication procedure. 

 

IV. RESULTS 

 

 
Figure.4. Coordinates of the touch 
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Figure.5. Coordinates of the touch 

 

 
  Figure.6. Successful login 

 

 
 Figure.7. Unsuccessful login 

V.  FUTURE WORK 

 

Future work should include a thorough assessing  the   

viability of CCP as an authentication mechanism for computer 

systems, including a long term study of how these passwords 

work in real time and whether longer CCP passwords would 

be usable or not. The security of Cued Click Points also 

deserves closer examination, and should address the area how 

attackers might exploit the emergence of hotspots. 

 

VI. CONCLUSION 

 

The Cued Click-Point method is very usable and provides 

great security using hotspot technique. By taking advantage of 

user’s ability to recognize images and the memory trigger 

associated with seeing a new image. Being cued as each image 

is shown and having to remember only one click-point per 

image appears easier than having to remember an ordered 

series of clicks on one image. Cued Click Point is more secure 

than the previous graphical authentication methods. CCP 

increases the workload for attackers by forcing them to first 

acquire image sets for each user, and then analyze for hotspot 

on each of these images. Cued Click-Points method has 

advantages over other password schemes in terms of usability, 

security and memorable authentication mechanism. 
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